GreenRocket
Security

y’
o

Programovanie
HOTP

1. 0UvVOD

Yubikey pre

GreenRADIUS,

v rezime OATH

Tento navod opisuje, ako naprogramovat kluc¢e Yubikey v reZime OATH HOTP. Vysledné OTP -
jednorazové heslo - bude mat 18 znakov namiesto predvolenych 44 znakov.

2. PREDPOKLADY

[ ]
[ ]
® Ak potrebujete dalsie kltce

Mame vSetky Yubikey, ktoré chceme naprogramovat

Yubikey, mézete si ich kupit tu

3. NAPROGRAMOVANIE KLUCOV YUBIKEY

1. Otvorte Yubico Personalization Tool

2. Vyberte polozku ponuky "Settings".

Stiahnite si a nain3talujte do pocitaca nastroj Yubico Personalization Tool (k dispozicii tu)

Kliknite na "Use and enforce customer prefix" a do pola ModHex zadajte "ubgr".

a.
P4 s n H H n y ] n
b. V Casti "Log configuration output" vyberte moznost "PSKC".
) YubiKey Personalization Tool I =] |
Yubico OTP  OATH-HOTP  Static Password Challenge-Response Settings About
No YubiKey inserted
—General Settings
Decimal ModHex Hex
seand enforce customer prefix  [57892 [ubgr [e1sc
—Output Setting:
~ Output Format o
Tab | Public ID Tab | ote Tab | Enter
Progr ing status:
[~ Output Speed Throttling @

Standard 2

[ Add a short delay before sending OTP part

OQutput Character Rate

[~ Add a shert delay after sending OTP part

~Serial # Visibility Settings ———————
¥ Button at startup (2.2+)

™ USB descriptor (2.24/3.2+)

I API call (2.2+/3.0+)

update Setti

L]
¥ Enable updating of YubiKey cenfiguration (2.3+/3.0+)

Statlc Password Settings

.

l' Enable manual update using the button (2.0+)

Firmware Version:

N/A
rSerial Number

Dec:  N/A
Hex:  N/A
Modhes: N/A

I Use numeric keypad for digits (2.3+)

I Use fast trigaering if only slot 1 is programmed (2.3+)

™ Invert led behaviour (2.4+/3.1+)

Logging Settings

¥ Log configuration output

[Pskc format
| —

j]

I Enable configuration export and impaort (experimental)

Actions

Settings are saved automatically

Restore Defaults

|
3
(

Update is available for YubiKey 2.3 and later

Update Settings...

- Features Supported —

Yubico OTP N/A
2 Configurations  N/A
OATH-HOTP N/A
Static Password N/A
Scan Code Mode  N/A
Challenge-Response N/A
Updatable N/A
Ndef N/A

LUniversal 2nd Factor N/A]
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3. Vyberte polozku "OATH-HOTP" a kliknite na "Advanced".

¥, YubiKey Perzonalizaticn Teol = X

Yubico OTP IOATH-HOTPI Static Password Challenge Response =ttings ools About

YubiKey 1s inserted

Quick
Quickly program 2 Yubikey in OATH-HOTP mode

Allows you to program one or mora Yubikeys in OATH-HOTS mode with greater contral over the configuration values Programming status:
Slot £ and 2 configured
Firmware Version:
2.4.0

Serial Number
4. Zobrazi sa nasledujica obrazovka, pozri nizsie:
a. Vyberte polozku "Configuration Slot 1".
b. Vyberte polozku "Program Multiple Yubikeys"
c. Vyberte mozZnost "Select Automatically program YubiKeys when inserted".
d. V casti "Under Parameter Generation Scheme" vyberte moZnost "Increment
Identities; Randomize Secret".

e. V cCasti OATH-HOTP Parameters vyberte polozku "All Modhex"

¥

Yubico OTP OATH-HOTP  Static Password  Challenge-Response About
Yubikey ix inserted
configuration Slat
Sgalect tha abinn slot to be programmed
® canfiguration Slat 1 0 Configuration Slot 2 @
b Program Multiple YubiKays Configuration Protection (6 bytes Hax) -]
[ autormatically pragram ¥ubikeys when insartad Yubikiey{s) unprotected - Ke=p it that way -
Frogramming status:
= 7 Current Access Code 9 a
Farameter Generation Scheme & Lise Sesial Mumbes Slat 1 and 2 configured
Increment [dentities; Randomize Secret = New Access Code Firmware Version:
Use Serial Numbar 4.3.7
DATH-HOTF Parameters Sarial Humber
[ caTH Token tdentifier (& bytes) I Al Modhes - I 17 Dec: E534038 U
OMP (1) + TT (1) + MUL (#) ub | |ar |:: cc o dr Generate MUI Hew: 853336 O
HOTP Langth @ 6 Digits () 8 Digits B || Modhex:hgelch 0
Mmsing Factor Seed Randomize T | 343324 (7} Features Supported
Secret Kzy (20 bytes Hex) ac =a de OF Sc =L &0 £c Sk fe 14 76 35 af 50 45 20 4F fa | Generate 7] Yubico OTF o
2 Configurations #
Actions QATH-HOTE o’
p Write Corfiguration Button to program your Yubikey's salectad configuration slot Static Password o
5 Code Mod o
Write Configuration Stop Resak Back wan Lede Mace
Challenge-Rasponsa
Resulis Updatable #
- Hdef =
E ATH T r g | Times
OATH Token [dentifiar  Status = Timestamp Univarzal 2nd Factor  #
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5. Nastavte dizku HOTP na "6 digits" a "Moving Factor Seed" na "Randomize" a kliknite na

GreenRocket

tla¢idlo "Generate" alebo na vygenerovanie predpokladaného tajného kluca.

Yubiico OTP DATH-HOTP i Pascwor { &g e - Resy Albout
Vi ki K 5 |
Configuration Slot
Salect the configuration slot ta be program
W Corfigumstion Slat 1 -[__:‘: Canfiguration Slat 2
[ Program Multiple Yubikeys Configuration Protection (6 lytes Hex) L7
[ Autornatically program Yubikeys when insesrt=d Yubikey(s) unprotactad - Keap it that way -
_ o Programming stabws:
st ] Current Access Code
Farameter Generation Scheme e Uze Serial Number Slet 1 and 2 configured
Increment ldentities; Randomize Secret & Maw Accass Code Firmware Version:
Use Serial Number 43T
OATH-HOTF Parameters Saerial Numbear
kA OlTH Tokeen l1dentfier [6 bytes) &l rModhes [1) Dec: 6634038 D
OMP (1] + TT MUT (£) ub ar er oo ch dr Genarate MUT Hesp  G53a34 _.r_]
HOTF Langth ] B Digits Ll wodhax: hgel=h d
Mowing Factor Saed 343824 £ Faatures Suppsrhad
Secret ey (20 bytes Hex] ac es do OF 5o el el ac 3b fa 14 78 35 af 50 45 20 dF fa 4 (7] vubico OTE

1 Configumtions

Actions QATH-HOTP v
Prass Write Configuratic jtton to program your Yubikay's e ] corfiguration slot Static Pazaword #
Sran O 10 .
Write Configuration Stop Reset Back Sean Code Mode ¥

Challeng=-Rezponss
Results Updatabi= !
. . H=Ff X

S OATH Token ldentifier Status Timestamp

Uriversal 2rd Factor

6. Vlozite prvy Yubikey a kliknite na tlacidlo "Write Configuration". Vystupny sibor pomenujte a
ulozte. (Poznamka: uistite sa, Ze vystupny sibor neobsahuje Ziadne znaky medzery.)Tento subor
bude obsahovat bezpecnostné Udaje naprogramovanych kluc¢ov Yubikey. Uchovavajte ho na

bezpe¢nom mieste, kym nebude vloZzeny do systému GreenRADIUS. Potom ho po nahrati
odstrante.

7. Uz vlozeny Yubikey sa naprogramuje a v tomto pripade sa zobrazi sprava o jeho uspesnosti.
Odstrante zariadenie Yubikey.

g. Bez toho, aby ste ukoncili aplikaciu, vlozte d'alsi Yubikey. Pockajte, kym program naprogramuje
vloZeny nastroj Yubikey (ak sa to podari, zobrazi sa sprava), a potom ho vyberte. Pokracujte v
tomto postupe so zvySnymi kl'a¢mi Yubikey.

9. Po naprogramovani vSetkych zariadeni Yubikeys kliknite na tlacidlo "Stop" a zatvorte aplikaciu.

4. IMPORTOVANIE NOVEHO SUBORU SECRET DO PROGRAMU GREENRADIUS

1. Otvorte nové okno v prehliadaci a prejdite na webovu stranku spravy GreenRADIUS.

2. Uistite sa, Ze validacny server je nastaveny na “Local Validation Server on GreenRADIUS”.
Tdto moznost mozno nastavit na karte "Global Configuration" v ¢asti "Validation Server".
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Taktiez v casti "Global Configuration" na karte "General settings" nastavte “YubiKey

(OATH-HOTP Mode) Configuration — OTP Length” na hodnotu 6 a ulozte pomocou "Save".
Prejdite na polozku "Import Secrets".

Vyberte polozku “Import OATH Tokens (PSKC Container)”a kliknite na "Browse...".
Vyberte subor vytvoreny pocas programovania.
Kliknite na tlacidlo "Upload". Neopustajte webovu lokalitu. Pockajte na spravu o Uspechu.

Po Uspesnom odoslani sa vdm na karte "List Tokens" zobrazia novoimportované
tokeny.
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