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Nastavenie Yubikey pre GreenRADIUS (v rezime OTP)

1. UVOD

Tento navod opisuje, ako nastavit kluce Yubikey v rezime OTP tak, aby sa informacie pouzivané
na Sifrovanie — dalej len secrets - ukladali na lokalne spustenom serveri GreenRADIUS namiesto
predvolenych nastaveni Yubikey, ktoré by tieto udaje ukladali v sluzbe YubiCloud.

2. PREDPOKLADY

® Mame vietky Yubikey, ktoré chceme naprogramovat

® Stiahnite si a nainstalujte do pocitaca ndstroj Yubico Personalization Tool

e Ak potrebujete d’alSie kl'uice Yubikey, mdzete si ich kupit’ tu

3. NAPROGRAMOVANIE KLUCOV YUBIKEY

1. Otvorte Yubico Personalization Tool

2. Vyberte polozku ponuky "Settings".
a. Kliknite na "Use and enforce customer prefix" a do pola ModHex zadajte "grgr".
b. V Casti "Log configuration output"” vyberte moznost "Traditional format".

Y YubiKey Personalization Tool - x
Yubico OTP OATH-HOTP  Static Password Challenge-Response Settings About

+ Settings have been successfully saved No YubiKey inserted
General Settings

Decimal e Hex
Use and enforce customer prefix 23644 argr 5c5¢
Output Settings
Output Format @

Tab Public ID Tab arp
Output Speed Throttling
Output Character Rate
[[] Add a short delay before sending OTP part

Serial # Visibility Settings @
Button at startup (2.2+)

[] usB descriptor (2.2+/3.2+)

API call (2.2+/3.0+)

Update Settings @

Enable updating of Yubikey configuration (2.3+/3.0+)

Traditional format ~

[] Enable cenfiguration expert and impert (experimental)

Logging Settings

Leog configuration output
Application Settings

Actions
Settings are saved automatically

Restore Defaults

Standard -

[ Add a short delay after sending OTP part

Static Password Settings (7]

[] Enable manual update using the button (2.0+)

Extended Settings
[ use numeric keypad for digits (2.3+)
[] Use fast triggering if only slot 1 is programmed (2.3+)

[ 1nvert led behaviour (2.4+/3.1+)

Update is available for YubiKey 2.3 and later

Update Settings...

Programming status:

Firmware Version:

Serial Number

Dec: N/A
Hex: N/A
Modhex: N/A

Features Supported

Yubice QTP N/A
2 Configurations  N/A
OATH-HOTP N/A
Static Password /A

Scan Code Mode  N/A
Challenge-Response N/A
Updatable NIA
Ndef N/A
Universal 2nd Factor N/A
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Vyberte "Yubico OTP" a kliknite na "Advanced".

Y YubiKey Personalization Tool - X

Yubico OTP  OATH-HOTP Static Password Challenge-Response  Settings About

No YubiKey inserted

Quick

Quickly program a Yubikey for use with Yubico validation Server

Advanced
Programming status:

Allows you to program one or more YubiKeys with greater control over the configuration values

Zobrazi sa nasledujuca obrazovka, ako je uvedené nizsie:

a. Vyberte polozku "Configuration Slot 1".

b. Vyberte polozku "Program Multiple Yubikeys"

c. Vyberte mozZnost "Select Automatically program YubiKeys when inserted".

d. V dasti "Under Parameter Generation Scheme" vyberte mozZnost "Identity from serial;
Randomize Secrets".

¥ YubiKey Personalization Tool - x

Yubico OTP OATH-HOTP  Static Password Challenge-Response  Settings About

No YubiKey inserted

Configuration Slot

ct the configuration slot to be programmed

(® Configuration Slot 1 (O configuration Slot 2 (7]
Program Multiple YubiKeys Configuration Protection (6 bytes Hex) 9
Automatically program Yubikeys when inserted Yubikey(s) unprotected - Keep it that way -
Programming status:
Farameter Generation Scheme L7 ST AC.CESS Sz
Use Serial Number
Identity from serial; Randomize Secrets > New Access Code Firmware Version:
Use Serial Number N/A
Yubico OTP Parameters Serial Number
Public Identity (1-16 bytes Modhex) |gr gr cc cc cc co | Generate (7] Dec N/A
Public Identity Length 6 - (6 bytes is default length as required by Yubico OTP validation s r) Hex: N/A
Private Identity (6 bytes Hex) [67 42 51 2e 14 15 | | Generate @ | Modhex:N/A
Secret Key (16 bytes Hex) ‘fS d2 5c 65 b8 dd b2 91 72 4d 73 98 38 35 f4 33 | Generate (7] Features Supported
Yubico OTP N/A
Actions . .
2 Configurations N/A
Pr B e I e s e vour ik cted configuration slo
s Write Configuration button to program your Yubik cted configuration slot OATH-HOTP N/A
Write Configuration Stop Reset Back Static Password N/A

Scan Code Mode N/A
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5. Vlozte prvy Yubikey a kliknite na tlacidlo "Write Configuration". Vystupny sibor pomenujte a uloZte.
(Poznamka: uistite sa, Ze vystupny subor neobsahuje Ziadne znaky medzery.) Tento sibor bude obsahovat

bezpecnostné Udaje naprogramovanych kltcov Yubikey. Uchovavajte ho na bezpecnom mieste, kym nebude
vloZeny do systému GreenRADIUS. Potom ho po nahrati odstrante.

6. UZ vloZeny Yubikey sa naprogramuje a v tomto pripade sa zobrazi sprava o jeho uUspesnosti.
Odstrante zariadenie Yubikey.
7. Bez toho, aby ste ukondili aplikaciu, vlozte dalsi Yubikey. Pockajte, kym program naprogramuje

vloZeny nastroj Yubikey (ak sa to podari, zobrazi sa sprava), a potom ho vyberte. Pokracujte vtomto
postupe so zvysSnymi kidémi Yubikey.
8. Po naprogramovani vietkych zariadeni Yubikeys kliknite na tladidlo "Stop" a zatvorte aplikaciu.

4. IMPORTOVANIE NOVEHO SUBORU SECRET DO PROGRAMU GREENRADIUS

1. Otvorte nové okno v prehliadaci a prejdite na webovu administratorska stranku GreenRADIUS.
2. Uistite sa, Ze validac¢ny server je nastaveny na “Local Validation Server on GreenRADIUS” .Tuto
moznost mozno nastavit na karte "Global Configuration" v Casti "Validation Server".

Module Index

Validation Server Configuration 5& e Chas
Validation Server O vyubiCloud - Online Validation Service
@® Local validation Server on GreenRADIUS Virtual Appliance
O other (for example: "http://192.168.1.1/wsapi/2.0/verify")

% Return to Global Configuration

3. Vyberte polozku ponuky "Import Secrets".

4. Vyberte polozku "Cross-Platform Personalization tool-Import YubiKey Secrets" a kliknite na

"Browse...".
Module Config

GreenRADIUS - Virtual Appliance gf SISsIRocReE

Import Secrets

This section can be used to import the AES secrets in to the local YK-KSM or YubiHSM database if the local validation server on GreenRADIUS Virtual Appliance is used to validate the OTPs.

Log file source O original Windows Personalization tooHmport YubiKey Secrets

® Cross-Platform Personalization tookimport YubiKey Secrets
@] Import OATH Tokens (PSKC Container)

Select a file to upload Browse... | Mo file selected.

5. Vyberte subor vytvoreny pocas programovania.
6. Kliknite na tlacidlo "Upload". Neopustajte webovu lokalitu. Pockajte na spravu o Uspechu.

7. Po Uspesnom odoslani sa vam na karte "List Tokens" zobrazia novoimportované tokeny.
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